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Introduction

With offices in 6 countries and 8 cities, with 450 employees and annual turnover of 25 Mio € (2016),
Adacta today is one of the leading solution providers for the insurance industry in CEE and the leading
Microsoft Dynamics and Qlik Partner in Adriatic Region.
Adacta is an international professional services company providing IT consulting and services using
Microsoft and Qlik technologies. Adacta’s offerings include AdInsure, core solution for insurance
company, ERP solutions for enterprise (Dynamics 365 for Operations) and SMB segments (Dynamics
NAV), CRM and business intelligence solutions (Qlik and Power BI), deployed either on premise or in
cloud. In addition to the implementation of the business software, Adacta offers and performs a wide
range of managed services, depending on the customers’ needs and requirements. Most often
managed services consist of defined set of services (analysis, support, maintenance, and upgrades),
offered either proactively or as agreed with the customer in advance.
Adacta collects, stores and handles a wide range of information regarding existing customers, potential
customers, vendors and employees. This type of information are either confidential – commercially
sensitive, proprietary or otherwise confidential information - or publicly available data. Some of
commercially sensitive information include, but are not limited to financial terms of the deal, work
obligations, operational data, cost and expenditures information and employee information. The
confidentiality of sensitive business information is established through non-disclosure agreements
(one-way or two-way) or through confidentiality agreements.
Clients, regulators, management, employees and contractual workers share ADACTA information (see
Figure 1 – Organisations originating and sharing ADACTA information).
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Figure 1 – Organisations originating and sharing ADACTA information
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This information security policy is aimed at ensuring
 Confidentiality
 Integrity and
 Availability
of information and underlying assets against threats, whether internal or external, deliberate or
accidental.

2

Policy Scope

All processes, activities and assets are within the scope of this information security policy, especially:
1.
2.
3.
4.
5.

Implementation and maintenance of information systems
Secure development
Intellectual property and sales / contractual information protection
Human resources security
Data and information exchange procedures and interfaces with regulatory authorities,
contractual workers, clients and other relevant parties.
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Figure 2 – ADACTA information
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Structure of the Information Security Policy
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Reports
Logs

Figure 3 - Documentation of the ADACTA information security framework

The Information Security Management System (ISMS) includes all aspects of information security
that are presented in the information security policies:
 Information security policies
Objective: To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.
Controls of the ISO/IEC 27001 standard: A.5
 Organization of information security
Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organization.
Controls of the ISO/IEC 27001 standard: A.6
 Human resource security
Objective: To ensure that employees and contractors understand their responsibilities and are suitable
for the roles for which they are considered.
Controls of the ISO/IEC 27001 standard: A.7
 Asset management
Objective: To identify organizational assets and define appropriate protection responsibilities.
Controls of the ISO/IEC 27001 standard: A.8
 Access control
Objective: To limit access to information and information processing facilities.
Controls of the ISO/IEC 27001 standard: A.9
 Cryptography
Objective: To ensure proper and effective use of cryptography to protect the confidentiality,
authenticity and/or integrity of information.
Controls of the ISO/IEC 27001 standard: A.10
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 Physical and environmental security
Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.
Controls of the ISO/IEC 27001 standard: A.11
 Operations security
Objective: To ensure correct and secure operations of information processing facilities.
Controls of the ISO/IEC 27001 standard: A.12
 Communications security
Objective: To ensure the protection of information in networks and its supporting information
processing facilities.
Controls of the ISO/IEC 27001 standard: A.13
 System acquisition, development and maintenance
Objective: To ensure that information security is an integral part of information systems across the
entire lifecycle. This also includes the requirements for information systems which provide services
over public networks.
Controls of the ISO/IEC 27001 standard: A.14
 Supplier relationships
Objective: To ensure protection of the organization’s assets that is accessible by suppliers.
Controls of the ISO/IEC 27001 standard: A.15
Information security incident management
Objective: To ensure a consistent and effective approach to the management of information security
incidents, including communication on security events and weaknesses.
Controls of the ISO/IEC 27001 standard: A.16
 Information security aspects of business continuity management
Objective: Information security continuity shall be embedded in the organization’s BCM systems.
Controls of the ISO/IEC 27001 standard: A.17
 Compliance
Objective: To avoid breaches of legal, statutory, regulatory or contractual obligations related to
information security and of any security requirements.
Controls of the ISO/IEC 27001 standard: A.18
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Basic Principles
1. ADACTA manages the Information Security Management System (hereafter ISMS). The ISMS
is a set of policies, procedures, guidelines and associated resources and activities, managed by
ADACTA with the purpose to protect information assets in scope of this policy.
2. Managers at all levels are responsible for the implementation of the Information Security
policy and for ensuring staff adherence to the policy and guidelines.
3. All employees and contractual workers are, according to their functions and authorities,
responsible for abiding the Information Security Policy.
4. The approach to ADACTA information security is risk-oriented and conforms to international
standards and established good practices.
5. ADACTA information in all forms is protected coherently and commensurately, from its source,
through ADACTA, to its recipients.
6. Security measures are effective and consistent.
7. The ADACTA Information Security Management System follows ISO/IEC 27002 Code of practice
for information security management and ISO 27005 Information security risk management
and also aims to satisfy ISO/IEC 27001 Information Security Management Systems
Requirements.
8. An information security awareness and education programme is established to provide
stakeholders sufficient training to perform their responsibilities.
9. Deviations from this Information Security Policy and any security breaches must be reported
to the ISMS Officer of ADACTA.
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ANNEX:
1

List of ADACTA Information Security Procedures















2

Risk management
IT Asset management
Information management
Access management
System development life cycle
Change management
Log management
IT Support management
Teleworking
Cryptography
HR Management
Physical security
Business continuity management
Incident management

Definition of Terms and Acronyms

Term
Information
Asset
Data group
Confidentiality
Integrity
Availability

3

Description
Knowledge or data that has value to the organisation or third party.
An asset is a resource with economic value that an organization owns or
controls with the expectation that it will provide future benefit
Unit of information required to be controlled and maintained by an
organization and the medium on which it is contained
Property that information is not made available or disclosed to unauthorized
individuals, entities, or processes.
Property of accuracy and completeness.
Property of being accessible and usable upon demand by an authorized
entity.

Policy Applicability

Referring to the structure of policy documents, the basic principles and requirements laid out in
policies that are part of the information security framework are binding for ADACTA and all
organizations originating and sharing ADACTA information.
The Information security framework is defined by a set of security policies. Each policy is structured as
follows:


Introduction
o Scope
o Applicability
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o Definition of terms and acronyms
o Basic principles
o References
Responsibilities
Requirements
Implementation guidance

Basic principles and requirements laid down in each policy are applicable to the collecting, storing,
processing and sharing of information in all processes, activities and assets within the scope.
Any implementation guidance is intended to assist in meeting the requirements and is binding for
ADACTA. Some requirements in the implementation guidance are presented in tables according to
sensitivity marking level.

4

Responsibilities

In each information security policy responsibilities are described in a table defining the requirements
and the responsible, accountable, consulted or informed (RACI) roles.
R
A
C
I

Refers to the person who must ensure that activities are completed successfully.
The person that is ultimately responsible for a subject matter, process or scope.
Refers to the person whose opinion is sought on an activity (two-way communication).
Refers to the person who is kept up to date on the progress of an activity (one-waycommunication).
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